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I, Jay Kim, certify that I am an officer of the company named above, and acting as an
agent of the company. that I have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission's
Customer Proprietary Network Information (ePNI) rules. See 47 C.F.R. § 64.2001 e/
seq.

Attached to this cerlilication is an accompanying statement explaining how the
company's procedures ensure that the company is in compliance with the requirements
set forth in section 64.2001 e/ seq. of the Commission's niles.

The company has nol taken any actions (proceedings instituted or petitions filed by the
company \\~th either state commissions, the court system. or the. Commission) against
data brokers in the past year. I acknowledge that companies must reporl 011 any
infol1llation thalthey have with respect to the processes pretexters are using LO attempt
to access CPN!. and what steps companies are taking to protect CPNI, and 1 have 110

such information to report at this time.

The company has not received any customer complaints ill the past year concerning the
unauthorized release of or access to CPNI and J hereby acknowledge that if the
company does receive any such complaints, it must provide that information to the
Commission. including the number of customer complaints a company has received
related to unauthorized access to CPNI. or unauthorized disclosure of CPNI. broken
down by category or complaint, e.g.. instances of improper access by employees,
instances of improper disclosure to individuals not authorized to receive the
information. or instances of improper access to online information by individuals not
authorized to view the information.

Jay Kim. Vice President of Finance



Statement Accompanying CPNI Certificate
EB Docket No. 06-36

Stage 2 Networks LLC (the ··Company'·) does not use. disclose or permit a:::cess to CustOfJ"lff
Proprietary Network Information ("CPNr") except as permitted or required by law pursuant to 47
U.S.C. § 222. The saeguads.a forth in Sedions I <rd J below ae followed by the Compa-ly.
<rd. to the e<tent tta the Compaly fi rods it """"""'" Y to use, di scIose or permit a:cess to CPNI,
the operaling proce:lures in Sedi ens A-H below aeobsaved.

A. Definitions. The tams used in this Stalema1t have the sane rneening as.a forth in 47
§64.2003.

B. Use cI CPNI. It is the Company's policy that the Company may usc. disclose. or permit
acce;s to CPNI for the purpose of providing or ma-keting service offerings a-nong the calEl;lQries of
service (i.e., local, inta-exdmge, <rd inta-conne::ted VOIp) to which the customa- a1realy
9Jb&:fibes from the Compa1y, without customa- approval.

To the edent thal the Compa1y providesdiffa-ent categories of service. a"d a customer 9Jbscribes to
more than one category of service offa-ed by the Compaly, the Compa1y may sha'e CPNI a-nong
the Cornpa1y's affilialed entities tta provide a service offa-ing to the customer. HOWella-, to the
extent tta the Cornpa1y provides diffa-ent calEl;lQries of service. but a customer does not 9Jb&:fibe
to more than one offa-ing, the Compa1y dces not sha'e CPNI with its affiliales except by following
the requi rements dEs:ri be::t herei n.

The Cornpa1y does not use. disclose, or pa-mit acce;s to CPNI to maket to a customer any service
offa-ings thal ae within a category of service to which the 9Jb9orib6' does not a1realy 9Jb&:fibe
from the Cornpa1Y. unless the Company has customer approval to do so. The Compa1y does not use,
di&:iose or pa-mit acce;s to CPNI to identify or track customa-s that call competing service
providers.

Notwithstanding the forgoing, il is the Company's policy lhat the Company may usc, disclose, or
pa-mit acce;s to CPNI to protect the rights or propa1y of the Company, or to protect users of those
services and other carriers from fraudulmt, ciJusive, or unlcmful use of, or SJbs;ription to, SJch
services.

C. CuslaTl6' ApprCNals.

It is lhe Company's policy that the Company may obtain approval through wrincn, oral or eleclronic
methods. The Cornpa1y acknowledges thal it beers the burden of demonstrating that any oral
approvals have been given in oomp/iance with the Commission's rules The Company honors all
approvals or disapprovals to use, di&:iose. or pamit acce;s to a customer's CPNI until the customa­
re/ekes or limits such ~roval or di~roval. The~y mantains records of ~roval,

rega-dlessof the form of such approval, for a. 1_ one yea.

Opt-Out end Opt-In Approval Processes. It is the Company's policy that it may. subject to opt-out
approval or opt-in approval, use its customa-'s irdividually identifiable CPNI for the purpose of
lTlCI"keting cornnuniC<tions-relaed services to that CUSlomer. It is the Company's policy thai it may.
9Jbject to opt-out approval or opt-in approval, disclose its customer's irdividually identifiable CPNI,
for the purpose of ma-keting oornrnunications-relaled services to that customa-, to its agents a"d its



affiliates that provide communications-related savices: cn:l its joint venture pa1ners and
independent contractors who do the samc. It is the Company's policy that it may also pcnnit such
persons or entities to obtan a::cess to such CPNI for such purposes. Except as provided herein, or as
otherwire providOO In Se::tlon 222 of the Communications Act of 1934, as a-ralded, the Company
only uses, di9Oloses, or permits a:cess to itscustorrers individually identifiai:>leCPNI subject to opt­
in cpproval.

D. Notice RequirOO For Ure Of Cuslaner Proprietary Network Informatiorl. It is the
Company's policy lhat prior to any solicitation for customcr approval. notification is provided to the
custorrer of the custorra's right to restrict ure of, dl9Olosure of, and a:cess to that custorra's CPNI.
The CompalY mantans such records of notification, whether ora, written or electronic, for a least
one year. It is the Compnny's policy that individual notice to customers is provided when soliciling
approval to ure, di 9OIose, or permit a:cess to customers CPN I.

E. Notice Content Requirements. Company notices must comply with the following
requi rernents:

1. Notices must provide sufficient information to enrole the customer to mc:i<e an informed decision
as to whether to permit the Company to ure, di9Olose, or permit a:cess to, the customer's CPNI.

2. Notices must state thal the customer has a right, and the Company has a duty, under fOOeral law,
to protect the confidentiality of CPNI.

3. Notices must specify the types of information that constitute CPNI and the specific entities thal
wi II ra:eive the CPNI, descri be the purposes for whi ch CPNI wi II be ured, and inform the
custorrer of hisor her right to disapprovethore uses, and deny or withdraw a:cess to CPNI at
any time.

4. Notices must advire the customer of the pre::ire steps the custorrer must ta<e in order to grant or
deny a:cess to CPNI, and must clearly state that a denial of approval will not affect the provison
of any services to which the custorrer subscribes

5. Notices must be comprehensible and must not bemisleooing.

6. To the extent thai written Notices "'e providOO, the Notices ",e clearly legible, ure sufficiently
I",getype, and "'e placa:J in an "'''' so as to be rffidily app"'enl to a custorrer.

7. If any portion of a Notice is transalOO into another lan9uage, then all portions of the Notice must
be trans atOO into thai language.

8. The Notice may state thai the cu<lomer's approval to ure CPNI may enhance the Company's
ai:>i1ity to offer prodUcts and services taiiorOO to the cu<lorra's nffids. The Notice may also <lale
that the Compaly may be compelled to disclose CPNI to CIly person upon affi rmati ve written
reqvest by the cu<lorrer.

9. Notices may not incl ude in the notification any statement attempti ng to encovrage a cu<lorrer to
freeze thi rd-party a:cess to CPNI.

10. Notices mv<l <late thal any approval, or denial of approval for the vre of CPNI ovtsde of the



"""ice to which the customer a1reaJy subscribes from the COIll""lY is valid until the customer
affirmci:iveJy revokes or limits 9Jch ~roval or da'lial.

11. The Company's solicitation for approval must be proximate to the Notice ora customer's CP
rights.



F. Opt~Out Ndice Requirements It is the Company's policy that Notices to obtain opt-out
~roval be given only through electronic or written methods, ,.,d not by oral communication
(except as provided with re;peclto one-time use of CPNI below).

The contents of atly such notification must comply with the Notice Content Requiren1ents des::ribed
OOove.

It is the Company's policy to wait a 30·day minimum period of time after giving customers notice
,.,d an opportunity to opt-out before assuming customer ~roval to use, disclose, or permit a::cess to
CPN I. Thi s 3O-day mi ni mum peri od is calculated as follows: (1) In the case of ,., e1ectroni c form of
notification, the waiting period sh,jI begin to run from the date on which the Noticewas sent; atld (2)
In the case of Notice by mail, the waiting period shall begin to run on the third day following the date
that the notification was mailed. It is the Company's policy to notify customers as to the applicable
waiti ng periocl for a resp:x1se before ~roval is assumat

For those instances in which the CompClly U~ the opt-out mechCllism, the Company provides
noti ces to ClJpl icable customers eJety two ye"ils.

For those instatlces in which the ComPatly uses e-mal to provide opt-out notices: the Company
follows the a:lditional requiren1ents in a:ldition to the requiren1ents generally ~plicaille to
notificction:

(1) The Company must obtain express: verifialJie, prior ~proval from consumers to send notices via
e-mail regcrding their service in general, or CPNI in pcrticulcr;

(2) The Company must allow customers to reply directly to e-malscontalning CPNI notices in order
to opt-out;

(3) Opt-out e-mail notices that are returned to the ComPatly as undeliveraIJle must be sent to the
customer in cYlother form before the Company considers the customer to have received notice;

(4) The subject line of the """""9" must dearly atld accurately identify the subject malter of thee­
mail; and

(5) The Company makes avai IalJle to every customer a method to opt-out that is of no a:lditional cost
to the customer and that is available 24 hours a day, seven days a wee!<.

G. Opt-I n Nctice ReqUirements It is the Company's policy that Notices to obtain opt-in
~proval be given though oral. written, or electronic methocls. The contents of eny roch notification
must comply with the Noti ce Content Requi ren1ents des::ri bed above.

H, One-Time Use ct CPNJ Notice Requirements The ComPatly may use oral notice to obtain
Iimitoo, one-ti rre use of CPN I for inbound and outoound customer telephone contcds for the
duration of the cat I. The Company requi res that the contents of any such notification must comply
with the Notice Content Requiren1entsdes::ribed aIJove, except that the Company may omit atly of
the following notice provisons if not relevatlt to the limited use for which the Company seeks CPNI:

(1) The requi ren1ent that the ComPatlY alvise customers that if they have opted-out previ ous y, no
action is needa:I to maintain the opt-out election;



(2) The requi rerrent that the Company a:lvise aJstorrers that they may share CPNI with thar
affiliates or third-parties,.,d need not nanethose entities. if the iimited CPNI usage will not result in
use by, or disclosure to, ,., affi liate orlhird-pa1y;

(3) The requirerrent that the Company disclose the means by which aaJstorrer ca'l deny or withdraw
future axess to CPNI, so long as explanation is given to aJstorrers that the soope olthe approval the
CompalY seeks is limited to one-time use; Md

(4) The Comp,.,y may omit disclosure of the precise steps a aJstorrer must tal<e in order to grant or
deny axess to CPNI, as long as the Company ciea'ly oommunicatesthal the aJstorrer ca'l deny
axess to his CPNI for the call.

I. Safeguards Required for the Use of CPNI. It is the pc> icy of the Company to tran its
pe-sonna as to thedrcumst,.,ces unde.- which CPNi may, and may not, be used or dis;losed. In
addition, the Company hasestalliished awritten disdplina-y process in insl,.,ces whe'e its
personnel do not comply with established policies. It is the Company's polic)' to require that a
record be maintained of its own and its affiliates' saJes and marketing campaigns that use their
customers' CPNl. The Company maintains a record of all instances where ePNI was disclosed
or provi ded to othe' thi rd-parties, or whe.-e thi rd-paties we.-e a lowed to axess 9Jch CPNI. The
reoord inciudes a description of each caTlpagn, thespedfie CPNI thal was used in thecaTlpagn,
and whal products and services we.-e offe.-ed as a part of the caTlpagn. Such reoords ae raa ned
for a minimum of oneye::r.

The Company has estalll ished amandaory 9Jp<rvi sory reviaN process regadi ng compl ia1ce

with CPNI rules for outbound makaing. Salespe-sonna must obtan 9Jp<rvisory approva of
any proposed outbound marketing request for customer approval. The Company's policies
requiretha reoords pertaning to 9Jch carie.- oornpiia1Cebe raaned for a minimum pe-iod of
one yea.
In compliance with Section 64.2009(e). the Company will prepare a "compliance certificate" signed
by ,., offioe.- on an ,.,nua bass stating that the offioe.- has pe-sonal knowledge that the CorrPalY has
estalll ished ope-ali ng procedures that a-e adequate to en9Jre oompl iance with 47
C.F.R § 64.2001 €I F£q. The ca1ificae is to be a::compalied by this stalennent and will be filed
in EB Docket No. 06-36 a1nualy on or before Mach 1, for daa pertaning to the previous
calenda yea'. This filing will include,., expla1aion of "'y actions tal<en ~anst dala broka-s
and a 9Jmma-y of a I cuslorne.- oornplants reeaved in the pest yea ooncerning the unauthorized
release of CPNI.

It is the Company's policy 10 provide wrinen nOlice to the FCC within five business days of CIly

inslCllce wha'e the opt-out mechanisms do not work properly, such that a consumer's inability to
opt-out is morethal,., a1ornay. The written noticeshal comply with 47 C.F.R §64.2oo9(f).

J. safeguards 00 the Disdosure a CPNI. It is the Company's policy to take reasonable
measures to dis:over and protect against attEmpts to gain unauthorized occess to CA'JI. The
Company wi II prope-ly authenti cate a aJstorrer pri or to disclosi ng CPNI based on aJstorrer-i nitiated
telephone conted, online access. or in-store visit, if ~Iiccble, as described herein.

(1) Methods of Accessing CPNI.

(a) Telephone Access (0 ePNI. It is the Company's policy lo only disclose Call detail infomlalioll



over the telephone, based on customer~initiated telephone contoct, if the customer first providEs the
Compaly with a passNord, asde>::ribed in Sedion (2), that isnot prompted by the Company asking
for rEB:fily CfoIailable biogr~hical information, or oc.count information. If the customer does not
provide a passNord, the Company wi II onl y disclose Call detai I informali on by sendi ng it to the
customer's address of record. or. by calling the customer at the telephone number of record. If the
customer is able to provide Call detail information to the Compaly during acustomer-initiated call
without the Company's assistance. then the Company may discuss the Call detail information
provided by the customer.

(b) Online Access to CPNl. It is the Company's policy Lo authenticate a customer without the usc of
rEB:fily availOOle biogr~hical information, or acrount information, prior to a1IC1Ning the customer
onl ine a:cess to ePN I rei tied to a te!eeommuni cal:ions service a::count. Once arthenti ccied, the
customer may only obtai n onl ine a:cess to ePN I related to a telecommuni cal:ions rervi ce acrount
through a password, as de>::ribed in Sedion (2), that is not prompted by the Company asking for
reajily avalciJle biogr~hical informe:iion, or a:xxlunt informe:iion.

(c) In Store Access to CPNI. It is the Company's policy that it may disclose ePNI to a customer who,
at any retail location operated by the Compaly, first presents to the Company or its agent a valid
photo ID matching the customer's account information.

(2) PassNord Procedures. To establish a passNord, theCompaly will authenticate the customer
without the use of readi Iy avai Iabl e hi ographical infonmati on, or aooount information. The Compaly
may creale a bock-up customer authenticaion method in the event of lost or forgotten passNords, but
such bock-up customer authentication method wiil not prompt the customer for readily available
bi ogr~hi cal informati on or axount inforrnalion. If the customer cannot provide the correct password
or correct response for the bock-up customer authenticciion method, the customer must establim a
new password as descri be:i in thi s pcr-a:Jr~h.

(3) Notification of Account Changes. It is the Company's policy to notify customers immediately
whenever a passNord, aJstomer response to a bcd-up means of authenticati on for lost or forgotten
passwords, online axount, or OOdress of record is created or changed. This notification may be
through Company-origi nated voicanail or text rressage to the telephone number of rerords, or by
mal to the address of rerord, and will not reveal the changed informalion or be sent to the new
axount informction.

(4) Business Customer Excmplion. It is the Company's policy that it may contractually be bound
to otha' authenticaion regimes otha' than those described ha'a n for savices provided to
busi ness customers that have both a dedi caed a::count represent<ti ve and a controct that
specifically addresses the Company's protection ofCPNL

K. Nctification ci CPNI security Breaches

(I) It is the Company's policy to notify law enforcement ofa breach in its customers· ePNI as
provided in this_ion. The Compaly will not notify its customers or disclose the breach publidy
until it has completed the process of notifying law enforcement pursuant to peragraph (2).

(2) As &Xln as pra::ticable, and in no event later than seven (7) busi ness days after reasonable
determination of the breach, the Company will electronically notify the United Stales sa:ret Services
(USSS) and the Federal Bureau of Investigation (FBI) through a central reporting facility.



(a) Notwithsta'lding state IaN to the contray, the Compa1y shall not notify customers or disclose the
brea:h to the public until 7 full business days have pasood alter notifieaion to the USSS and the FBI,
except as providad in pa-agraphs (b) and (c).

(b) If the Compa1y beieves that there is an exIraordinaily urgent need to notify any class of alfectad
custorrersrooner than otherwise allowad under pa-agraph (a). in order to avoid immadiate and
irr~cble ha-m, it will so indicate in its notification <rid may proceed to immediately notify its
alfectad custorrers only alter consultation with the relev,.,t investigation agency. The Compa1y will
cooperate with the relevant investigating agency's rcqucsl to minimize any adverse effects of such
customer notification.

(c) If the relevant investigating agency daermines that public disclosure or notice to customer would
impede or compromisecYl ongoing or potential criminal investigation or national !:ECUrity, such
agency may direct thecarier not to so disclose or notify for a'l initial period of up to 30 days. Suclh
period may beexlended by the agency as reasonably necess.ay in thejudgment of the agency. If suclh
direction is given, the agency shali notify the carrier when it app€<I's that the public disclosure or
notice to affected customers wi II no Ianger irnpede or compromi se a cri mi nal invest:igati on or
national security. The agency shall provide in writing its initial direction to the carier, a'ly
subsequent extmsion, and my notification that notice will no longer impa1e or compromise a
cri mi nal invesl:igation or nati anal 92CUrity ald such writi ngs shall be contempora1€Ously logga:l on
the sane rapcrting facility that contains records of notifiealons filad by the Company.

(3) Customer Notification. After the Company has notifiad IaN enforcement pursuant to pa-agraph
(2), it \vill notify its customers of breach of those customers' ePN!.

(4) Recordkeeping. The Compa1y will maintain a record, electronically or in some other ma'lner, of
any brea:hes discoverad, notifications made to the USSS and the FBI pursuant to pa-agraph (2), and
notifications made to customers. The record will include, if available, dates of discovery and
notification, a detailed description of the CPNI that was the subject of the brea:h, and the
circumsta1CESof the breoch. The Compaly will maintain the record for a minimum of 2 years.


